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Registered: true
Id: 112965987800808912730
Name: Herb Sih
Last Seen: 2024-03-25T13:54:54

Registered: true
Devices: Canon EOS REBEL T3i
Last Seen: 2015-08-30T21:16:26

YOUTUBE

Registered: true
Id: UCegsZIf6jM-jFDeAA19t9IQ
Name: Herb Sih
Profile Url: https://www.youtube.com/channel/UCegsZIf6jM-jFDeAA19t9IQ
Creation Date: 2015-01-01T00:00:00

ETSY

Registered: true
Name: Herb

GRAVATAR

Registered: true
Id: herbsih1891f416ba
Name: Herb Sih
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First Name: Herb
Last Name: Sih
Username: herbsih1891f416ba
Profile Url: https://gravatar.com/herbsih1891f416ba
Banner Url: https://0.gravatar.com/avatar/b01c2d08a8f008efe0036fe46ae5a097

TRELLO

Registered: true
Id: 5ed9497bf68267690b8a98e8
Name: Herb Sih
Username: herbsih2
Profile Url: https://trello.com/u/herbsih2

PANDORA

Registered: true
Username: herb.sih
Profile Url: https://pandora.com/content/mobile/profile.vm?webname=herb.sih
Followers: 0
Following: 0

FACEBOOK

Registered: true
Email Hint: h*****h@gmail.com

INSTAGRAM

Registered: true



4/21/24, 6:17 PM herb.sih@thinkbigpartners.com_report

https://osint.industries/result 4/22

WHOXY

Registered: true
Website: collisionkc.com
Creation Date: 2013-03-29T00:00:00

MICROSOFT

Registered: true

MAPS

Registered: true
Profile Url: https://www.google.com/maps/contrib/112965987800808912730/reviews
Private: false

YELP

Registered: true
Id: axhpVm553K_2X1kKkGwWDA
Name: Herb S.
First Name: Herb
Location: KS, KS
Profile Url: https://www.yelp.com/user_details?userid=axhpVm553K_2X1kKkGwWDA&utm_source=ishare
Followers: 0
Following: 0
Creation Date: 2023-06-18T04:41:57

EMAILCHECKER

Registered: true
Website: remind.com

Registered: true
Website: adobe.com
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HIBP

Registered: true
Breach: true
Name: Apollo
Website: apollo.io
Bio: In July 2018, the sales engagement startup Apollo left a database containing billions of data points
publicly exposed without a password. The data was discovered by security researcher Vinny Troia who
subsequently sent a subset of the data containing 126 million unique email addresses to Have I Been
Pwned. The data left exposed by Apollo was used in their "revenue acceleration platform" and included
personal information such as names and email addresses as well as professional information including
places of employment, the roles people hold and where they're located. Apollo stressed that the exposed
data did not include sensitive information such as passwords, social security numbers or financial data.
The Apollo website has a contact form for those looking to get in touch with the organisation.
Creation Date: 2018-07-23T00:00:00

Registered: true
Breach: true
Name: Canva
Website: canva.com
Bio: In May 2019, the graphic design tool website Canva suffered a data breach that impacted 137 million
subscribers. The exposed data included email addresses, usernames, names, cities of residence and
passwords stored as bcrypt hashes for users not using social logins. The data was provided to HIBP by a
source who requested it be attributed to "JimScott.Sec@protonmail.com".
Creation Date: 2019-05-24T00:00:00

Registered: true
Breach: true
Name: Covve
Website: covve.com
Bio: In February 2020, a massive trove of personal information referred to as "db8151dd" was provided to
HIBP after being found left exposed on a publicly facing Elasticsearch server. Later identified as originating
from the Covve contacts app, the exposed data included extensive personal information and interactions
between Covve users and their contacts. The data was provided to HIBP by dehashed.com.
Creation Date: 2020-02-20T00:00:00

Registered: true
Breach: true
Name: Data Enrichment Exposure From PDL Customer
Bio: In October 2019, security researchers Vinny Troia and Bob Diachenko identified an unprotected
Elasticsearch server holding 1.2 billion records of personal data. The exposed data included an index
indicating it was sourced from data enrichment company People Data Labs (PDL) and contained 622
million unique email addresses. The server was not owned by PDL and it's believed a customer failed to
properly secure the database. Exposed information included email addresses, phone numbers, social
media profiles and job history data.
Creation Date: 2019-10-16T00:00:00

Registered: true
Breach: true

https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
http://www.vinnytroia.com/
https://www.apollo.io/contact
https://support.canva.com/contact/customer-support/may-24-security-incident-faqs/
https://www.troyhunt.com/the-unattributable-db8151dd-data-breach
https://dehashed.com/
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
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Name: Elasticsearch Instance of Sales Leads on AWS
Bio: In October 2018, security researcher Bob Diachenko identified multiple exposed databases with
hundreds of millions of records. One of those datasets was an Elasticsearch instance on AWS containing
sales lead data and 5.8M unique email addresses. The data contained information relating to individuals
and the companies they worked for including their names, email addresses and company name and
contact information. Despite best efforts, it was not possible to identify the owner of the data hence this
breach as been titled "Elasticsearch Sales Leads".
Creation Date: 2018-10-29T00:00:00

Registered: true
Breach: true
Name: Gravatar
Website: gravatar.com
Bio: In October 2020, a security researcher published a technique for scraping large volumes of data from
Gravatar, the service for providing globally unique avatars . 167 million names, usernames and MD5
hashes of email addresses used to reference users' avatars were subsequently scraped and distributed
within the hacking community. 114 million of the MD5 hashes were cracked and distributed alongside the
source hash, thus disclosing the original email address and accompanying data. Following the impacted
email addresses being searchable in HIBP, Gravatar release an FAQ detailing the incident.
Creation Date: 2020-10-03T00:00:00

Registered: true
Breach: true
Name: Instant Checkmate
Website: instantcheckmate.com
Bio: In 2019, the public records search service Instant Checkmate suffered a data breach that later came
to light in early 2023. The data included almost 12M unique customer email addresses, names, phone
numbers and passwords stored as scrypt hashes.
Creation Date: 2019-04-12T00:00:00

Registered: true
Breach: true
Name: NetProspex
Website: netprospex.com
Bio: In 2016, a list of over 33 million individuals in corporate America sourced from Dun & Bradstreet's
NetProspex service was leaked online. D&B believe the targeted marketing data was lost by a customer
who purchased it from them. It contained extensive personal and corporate information including names,
email addresses, job titles and general information about the employer.
Creation Date: 2016-09-01T00:00:00

Registered: true
Breach: true
Name: Verifications.io
Website: verifications.io
Bio: In February 2019, the email address validation service verifications.io suffered a data breach.
Discovered by Bob Diachenko and Vinny Troia, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million unique email addresses being
exposed. Many records within the data also included additional personal attributes such as names, phone
numbers, IP addresses, dates of birth and genders. No passwords were included in the data. The
Verifications.io website went offline during the disclosure process, although an archived copy remains
viewable.

https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://en.gravatar.com/support/data-privacy
https://www.instantcheckmate.com/security-incident-alert/
https://www.instantcheckmate.com/security-incident-alert/
https://www.troyhunt.com/weve-lost-control-of-our-personal-data-including-33m-netprospex-records
https://securitydiscovery.com/800-million-emails-leaked-online-by-email-verification-service
https://twitter.com/mayhemdayone
https://twitter.com/vinnytroia
https://web.archive.org/web/20190227230352/https://verifications.io/
https://web.archive.org/web/20190227230352/https://verifications.io/
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Creation Date: 2019-02-25T00:00:00

Timeline

Content: Last Seen (google)
Start: 2024-03-25T13:54:54

Content: Reviewed Hamilton Plumbing, Heating, A/C & Rooter (Google Maps)
Start: 2023-08-01T22:26:34
End: null

Content: Reviewed LBA Air Conditioning, Heating & Plumbing. (Yelp)
Start: 2023-06-18T04:41:59
End: null

Content: Created Account (yelp)
Start: 2023-06-18T04:41:57

Content: Breached on Gravatar (HaveIBeenPwnd!)
Start: 2020-10-03T00:00:00
End: null

Content: Breached on Covve (HaveIBeenPwnd!)
Start: 2020-02-20T00:00:00
End: null

Content: Breached 4 times in 2019. (HaveIBeenPwnd!)
Start: Tue Jan 01 2019 00:00:00 GMT+0900 (Japan Standard Time)

Content: Breached on Elasticsearch Instance of Sales Leads on AWS (HaveIBeenPwnd!)
Start: 2018-10-29T00:00:00
End: null

Content: Reviewed Black Sheep (Google Maps)
Start: 2018-10-20T20:18:58
End: null

Content: Breached on Apollo (HaveIBeenPwnd!)
Start: 2018-07-23T00:00:00
End: null

Content: Breached on NetProspex (HaveIBeenPwnd!)
Start: 2016-09-01T00:00:00
End: null

Content: Last Seen (google)
Start: 2015-08-30T21:16:26
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Content: Created Account (youtube)
Start: 2015-01-01T00:00:00

Content: Registered collisionkc.com (Whoxy)
Start: 2013-03-29T00:00:00
End: null

osint.industries

Map Outline

Module Responses

GOOGLE

https://osint.industries/
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Registered: true
Id: 112965987800808912730
Name: Herb Sih
Last Seen: 2024-03-25T13:54:54

Registered: true
Devices: Canon EOS REBEL T3i
Last Seen: 2015-08-30T21:16:26

YOUTUBE

Registered: true
Id: UCegsZIf6jM-jFDeAA19t9IQ
Name: Herb Sih
Profile Url: https://www.youtube.com/channel/UCegsZIf6jM-jFDeAA19t9IQ
Creation Date: 2015-01-01T00:00:00

ETSY

Registered: true
Name: Herb

GRAVATAR

Registered: true
Id: herbsih1891f416ba
Name: Herb Sih
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First Name: Herb
Last Name: Sih
Username: herbsih1891f416ba
Profile Url: https://gravatar.com/herbsih1891f416ba
Banner Url: https://0.gravatar.com/avatar/b01c2d08a8f008efe0036fe46ae5a097

TRELLO

Registered: true
Id: 5ed9497bf68267690b8a98e8
Name: Herb Sih
Username: herbsih2
Profile Url: https://trello.com/u/herbsih2

PANDORA

Registered: true
Username: herb.sih
Profile Url: https://pandora.com/content/mobile/profile.vm?webname=herb.sih
Followers: 0
Following: 0

FACEBOOK

Registered: true
Email Hint: h*****h@gmail.com

INSTAGRAM

Registered: true
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WHOXY

Registered: true
Website: collisionkc.com
Creation Date: 2013-03-29T00:00:00

MICROSOFT

Registered: true

MAPS

Registered: true
Profile Url: https://www.google.com/maps/contrib/112965987800808912730/reviews
Private: false

YELP

Registered: true
Id: axhpVm553K_2X1kKkGwWDA
Name: Herb S.
First Name: Herb
Location: KS, KS
Profile Url: https://www.yelp.com/user_details?userid=axhpVm553K_2X1kKkGwWDA&utm_source=ishare
Followers: 0
Following: 0
Creation Date: 2023-06-18T04:41:57

EMAILCHECKER

Registered: true
Website: remind.com

Registered: true
Website: adobe.com
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HIBP

Registered: true
Breach: true
Name: Apollo
Website: apollo.io
Bio: In July 2018, the sales engagement startup Apollo left a database containing billions of data points
publicly exposed without a password. The data was discovered by security researcher Vinny Troia who
subsequently sent a subset of the data containing 126 million unique email addresses to Have I Been
Pwned. The data left exposed by Apollo was used in their "revenue acceleration platform" and included
personal information such as names and email addresses as well as professional information including
places of employment, the roles people hold and where they're located. Apollo stressed that the exposed
data did not include sensitive information such as passwords, social security numbers or financial data.
The Apollo website has a contact form for those looking to get in touch with the organisation.
Creation Date: 2018-07-23T00:00:00

Registered: true
Breach: true
Name: Canva
Website: canva.com
Bio: In May 2019, the graphic design tool website Canva suffered a data breach that impacted 137 million
subscribers. The exposed data included email addresses, usernames, names, cities of residence and
passwords stored as bcrypt hashes for users not using social logins. The data was provided to HIBP by a
source who requested it be attributed to "JimScott.Sec@protonmail.com".
Creation Date: 2019-05-24T00:00:00

Registered: true
Breach: true
Name: Covve
Website: covve.com
Bio: In February 2020, a massive trove of personal information referred to as "db8151dd" was provided to
HIBP after being found left exposed on a publicly facing Elasticsearch server. Later identified as originating
from the Covve contacts app, the exposed data included extensive personal information and interactions
between Covve users and their contacts. The data was provided to HIBP by dehashed.com.
Creation Date: 2020-02-20T00:00:00

Registered: true
Breach: true
Name: Data Enrichment Exposure From PDL Customer
Bio: In October 2019, security researchers Vinny Troia and Bob Diachenko identified an unprotected
Elasticsearch server holding 1.2 billion records of personal data. The exposed data included an index
indicating it was sourced from data enrichment company People Data Labs (PDL) and contained 622
million unique email addresses. The server was not owned by PDL and it's believed a customer failed to
properly secure the database. Exposed information included email addresses, phone numbers, social
media profiles and job history data.
Creation Date: 2019-10-16T00:00:00

Registered: true
Breach: true

https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
http://www.vinnytroia.com/
https://www.apollo.io/contact
https://support.canva.com/contact/customer-support/may-24-security-incident-faqs/
https://www.troyhunt.com/the-unattributable-db8151dd-data-breach
https://dehashed.com/
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
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Name: Elasticsearch Instance of Sales Leads on AWS
Bio: In October 2018, security researcher Bob Diachenko identified multiple exposed databases with
hundreds of millions of records. One of those datasets was an Elasticsearch instance on AWS containing
sales lead data and 5.8M unique email addresses. The data contained information relating to individuals
and the companies they worked for including their names, email addresses and company name and
contact information. Despite best efforts, it was not possible to identify the owner of the data hence this
breach as been titled "Elasticsearch Sales Leads".
Creation Date: 2018-10-29T00:00:00

Registered: true
Breach: true
Name: Gravatar
Website: gravatar.com
Bio: In October 2020, a security researcher published a technique for scraping large volumes of data from
Gravatar, the service for providing globally unique avatars . 167 million names, usernames and MD5
hashes of email addresses used to reference users' avatars were subsequently scraped and distributed
within the hacking community. 114 million of the MD5 hashes were cracked and distributed alongside the
source hash, thus disclosing the original email address and accompanying data. Following the impacted
email addresses being searchable in HIBP, Gravatar release an FAQ detailing the incident.
Creation Date: 2020-10-03T00:00:00

Registered: true
Breach: true
Name: Instant Checkmate
Website: instantcheckmate.com
Bio: In 2019, the public records search service Instant Checkmate suffered a data breach that later came
to light in early 2023. The data included almost 12M unique customer email addresses, names, phone
numbers and passwords stored as scrypt hashes.
Creation Date: 2019-04-12T00:00:00

Registered: true
Breach: true
Name: NetProspex
Website: netprospex.com
Bio: In 2016, a list of over 33 million individuals in corporate America sourced from Dun & Bradstreet's
NetProspex service was leaked online. D&B believe the targeted marketing data was lost by a customer
who purchased it from them. It contained extensive personal and corporate information including names,
email addresses, job titles and general information about the employer.
Creation Date: 2016-09-01T00:00:00

Registered: true
Breach: true
Name: Verifications.io
Website: verifications.io
Bio: In February 2019, the email address validation service verifications.io suffered a data breach.
Discovered by Bob Diachenko and Vinny Troia, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million unique email addresses being
exposed. Many records within the data also included additional personal attributes such as names, phone
numbers, IP addresses, dates of birth and genders. No passwords were included in the data. The
Verifications.io website went offline during the disclosure process, although an archived copy remains
viewable.

https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://en.gravatar.com/support/data-privacy
https://www.instantcheckmate.com/security-incident-alert/
https://www.instantcheckmate.com/security-incident-alert/
https://www.troyhunt.com/weve-lost-control-of-our-personal-data-including-33m-netprospex-records
https://securitydiscovery.com/800-million-emails-leaked-online-by-email-verification-service
https://twitter.com/mayhemdayone
https://twitter.com/vinnytroia
https://web.archive.org/web/20190227230352/https://verifications.io/
https://web.archive.org/web/20190227230352/https://verifications.io/
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Creation Date: 2019-02-25T00:00:00

Timeline

Content: Last Seen (google)
Start: 2024-03-25T13:54:54

Content: Reviewed Hamilton Plumbing, Heating, A/C & Rooter (Google Maps)
Start: 2023-08-01T22:26:34
End: null

Content: Reviewed LBA Air Conditioning, Heating & Plumbing. (Yelp)
Start: 2023-06-18T04:41:59
End: null

Content: Created Account (yelp)
Start: 2023-06-18T04:41:57

Content: Breached on Gravatar (HaveIBeenPwnd!)
Start: 2020-10-03T00:00:00
End: null

Content: Breached on Covve (HaveIBeenPwnd!)
Start: 2020-02-20T00:00:00
End: null

Content: Breached 4 times in 2019. (HaveIBeenPwnd!)
Start: Tue Jan 01 2019 00:00:00 GMT+0900 (Japan Standard Time)

Content: Breached on Elasticsearch Instance of Sales Leads on AWS (HaveIBeenPwnd!)
Start: 2018-10-29T00:00:00
End: null

Content: Reviewed Black Sheep (Google Maps)
Start: 2018-10-20T20:18:58
End: null

Content: Breached on Apollo (HaveIBeenPwnd!)
Start: 2018-07-23T00:00:00
End: null

Content: Breached on NetProspex (HaveIBeenPwnd!)
Start: 2016-09-01T00:00:00
End: null

Content: Last Seen (google)
Start: 2015-08-30T21:16:26
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Content: Created Account (youtube)
Start: 2015-01-01T00:00:00

Content: Registered collisionkc.com (Whoxy)
Start: 2013-03-29T00:00:00
End: null

osint.industries

Map Outline

Module Responses

GOOGLE

https://osint.industries/
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Registered: true
Id: 112965987800808912730
Name: Herb Sih
Last Seen: 2024-03-25T13:54:54

Registered: true
Devices: Canon EOS REBEL T3i
Last Seen: 2015-08-30T21:16:26

YOUTUBE

Registered: true
Id: UCegsZIf6jM-jFDeAA19t9IQ
Name: Herb Sih
Profile Url: https://www.youtube.com/channel/UCegsZIf6jM-jFDeAA19t9IQ
Creation Date: 2015-01-01T00:00:00

ETSY

Registered: true
Name: Herb

GRAVATAR

Registered: true
Id: herbsih1891f416ba
Name: Herb Sih
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First Name: Herb
Last Name: Sih
Username: herbsih1891f416ba
Profile Url: https://gravatar.com/herbsih1891f416ba
Banner Url: https://0.gravatar.com/avatar/b01c2d08a8f008efe0036fe46ae5a097

TRELLO

Registered: true
Id: 5ed9497bf68267690b8a98e8
Name: Herb Sih
Username: herbsih2
Profile Url: https://trello.com/u/herbsih2

PANDORA

Registered: true
Username: herb.sih
Profile Url: https://pandora.com/content/mobile/profile.vm?webname=herb.sih
Followers: 0
Following: 0

FACEBOOK

Registered: true
Email Hint: h*****h@gmail.com

INSTAGRAM

Registered: true
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WHOXY

Registered: true
Website: collisionkc.com
Creation Date: 2013-03-29T00:00:00

MICROSOFT

Registered: true

MAPS

Registered: true
Profile Url: https://www.google.com/maps/contrib/112965987800808912730/reviews
Private: false

YELP

Registered: true
Id: axhpVm553K_2X1kKkGwWDA
Name: Herb S.
First Name: Herb
Location: KS, KS
Profile Url: https://www.yelp.com/user_details?userid=axhpVm553K_2X1kKkGwWDA&utm_source=ishare
Followers: 0
Following: 0
Creation Date: 2023-06-18T04:41:57

EMAILCHECKER

Registered: true
Website: remind.com

Registered: true
Website: adobe.com
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HIBP

Registered: true
Breach: true
Name: Apollo
Website: apollo.io
Bio: In July 2018, the sales engagement startup Apollo left a database containing billions of data points
publicly exposed without a password. The data was discovered by security researcher Vinny Troia who
subsequently sent a subset of the data containing 126 million unique email addresses to Have I Been
Pwned. The data left exposed by Apollo was used in their "revenue acceleration platform" and included
personal information such as names and email addresses as well as professional information including
places of employment, the roles people hold and where they're located. Apollo stressed that the exposed
data did not include sensitive information such as passwords, social security numbers or financial data.
The Apollo website has a contact form for those looking to get in touch with the organisation.
Creation Date: 2018-07-23T00:00:00

Registered: true
Breach: true
Name: Canva
Website: canva.com
Bio: In May 2019, the graphic design tool website Canva suffered a data breach that impacted 137 million
subscribers. The exposed data included email addresses, usernames, names, cities of residence and
passwords stored as bcrypt hashes for users not using social logins. The data was provided to HIBP by a
source who requested it be attributed to "JimScott.Sec@protonmail.com".
Creation Date: 2019-05-24T00:00:00

Registered: true
Breach: true
Name: Covve
Website: covve.com
Bio: In February 2020, a massive trove of personal information referred to as "db8151dd" was provided to
HIBP after being found left exposed on a publicly facing Elasticsearch server. Later identified as originating
from the Covve contacts app, the exposed data included extensive personal information and interactions
between Covve users and their contacts. The data was provided to HIBP by dehashed.com.
Creation Date: 2020-02-20T00:00:00

Registered: true
Breach: true
Name: Data Enrichment Exposure From PDL Customer
Bio: In October 2019, security researchers Vinny Troia and Bob Diachenko identified an unprotected
Elasticsearch server holding 1.2 billion records of personal data. The exposed data included an index
indicating it was sourced from data enrichment company People Data Labs (PDL) and contained 622
million unique email addresses. The server was not owned by PDL and it's believed a customer failed to
properly secure the database. Exposed information included email addresses, phone numbers, social
media profiles and job history data.
Creation Date: 2019-10-16T00:00:00

Registered: true
Breach: true

https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
https://www.wired.com/story/apollo-breach-linkedin-salesforce-data/
http://www.vinnytroia.com/
https://www.apollo.io/contact
https://support.canva.com/contact/customer-support/may-24-security-incident-faqs/
https://www.troyhunt.com/the-unattributable-db8151dd-data-breach
https://dehashed.com/
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
https://www.troyhunt.com/data-enrichment-people-data-labs-and-another-622m-email-addresses
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Name: Elasticsearch Instance of Sales Leads on AWS
Bio: In October 2018, security researcher Bob Diachenko identified multiple exposed databases with
hundreds of millions of records. One of those datasets was an Elasticsearch instance on AWS containing
sales lead data and 5.8M unique email addresses. The data contained information relating to individuals
and the companies they worked for including their names, email addresses and company name and
contact information. Despite best efforts, it was not possible to identify the owner of the data hence this
breach as been titled "Elasticsearch Sales Leads".
Creation Date: 2018-10-29T00:00:00

Registered: true
Breach: true
Name: Gravatar
Website: gravatar.com
Bio: In October 2020, a security researcher published a technique for scraping large volumes of data from
Gravatar, the service for providing globally unique avatars . 167 million names, usernames and MD5
hashes of email addresses used to reference users' avatars were subsequently scraped and distributed
within the hacking community. 114 million of the MD5 hashes were cracked and distributed alongside the
source hash, thus disclosing the original email address and accompanying data. Following the impacted
email addresses being searchable in HIBP, Gravatar release an FAQ detailing the incident.
Creation Date: 2020-10-03T00:00:00

Registered: true
Breach: true
Name: Instant Checkmate
Website: instantcheckmate.com
Bio: In 2019, the public records search service Instant Checkmate suffered a data breach that later came
to light in early 2023. The data included almost 12M unique customer email addresses, names, phone
numbers and passwords stored as scrypt hashes.
Creation Date: 2019-04-12T00:00:00

Registered: true
Breach: true
Name: NetProspex
Website: netprospex.com
Bio: In 2016, a list of over 33 million individuals in corporate America sourced from Dun & Bradstreet's
NetProspex service was leaked online. D&B believe the targeted marketing data was lost by a customer
who purchased it from them. It contained extensive personal and corporate information including names,
email addresses, job titles and general information about the employer.
Creation Date: 2016-09-01T00:00:00

Registered: true
Breach: true
Name: Verifications.io
Website: verifications.io
Bio: In February 2019, the email address validation service verifications.io suffered a data breach.
Discovered by Bob Diachenko and Vinny Troia, the breach was due to the data being stored in a MongoDB
instance left publicly facing without a password and resulted in 763 million unique email addresses being
exposed. Many records within the data also included additional personal attributes such as names, phone
numbers, IP addresses, dates of birth and genders. No passwords were included in the data. The
Verifications.io website went offline during the disclosure process, although an archived copy remains
viewable.

https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://blog.hacken.io/how-sensitive-is-your-non-sensitive-data
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://en.gravatar.com/support/data-privacy
https://www.instantcheckmate.com/security-incident-alert/
https://www.instantcheckmate.com/security-incident-alert/
https://www.troyhunt.com/weve-lost-control-of-our-personal-data-including-33m-netprospex-records
https://securitydiscovery.com/800-million-emails-leaked-online-by-email-verification-service
https://twitter.com/mayhemdayone
https://twitter.com/vinnytroia
https://web.archive.org/web/20190227230352/https://verifications.io/
https://web.archive.org/web/20190227230352/https://verifications.io/
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Creation Date: 2019-02-25T00:00:00

Timeline

Content: Last Seen (google)
Start: 2024-03-25T13:54:54

Content: Reviewed Hamilton Plumbing, Heating, A/C & Rooter (Google Maps)
Start: 2023-08-01T22:26:34
End: null

Content: Reviewed LBA Air Conditioning, Heating & Plumbing. (Yelp)
Start: 2023-06-18T04:41:59
End: null

Content: Created Account (yelp)
Start: 2023-06-18T04:41:57

Content: Breached on Gravatar (HaveIBeenPwnd!)
Start: 2020-10-03T00:00:00
End: null

Content: Breached on Covve (HaveIBeenPwnd!)
Start: 2020-02-20T00:00:00
End: null

Content: Breached 4 times in 2019. (HaveIBeenPwnd!)
Start: Tue Jan 01 2019 00:00:00 GMT+0900 (Japan Standard Time)

Content: Breached on Elasticsearch Instance of Sales Leads on AWS (HaveIBeenPwnd!)
Start: 2018-10-29T00:00:00
End: null

Content: Reviewed Black Sheep (Google Maps)
Start: 2018-10-20T20:18:58
End: null

Content: Breached on Apollo (HaveIBeenPwnd!)
Start: 2018-07-23T00:00:00
End: null

Content: Breached on NetProspex (HaveIBeenPwnd!)
Start: 2016-09-01T00:00:00
End: null

Content: Last Seen (google)
Start: 2015-08-30T21:16:26
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Content: Created Account (youtube)
Start: 2015-01-01T00:00:00

Content: Registered collisionkc.com (Whoxy)
Start: 2013-03-29T00:00:00
End: null
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https://osint.industries/

