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OSINT Industries

Report for: carnesmelissa@me.com

As of 2024-04-21T08:53:09.267Z

Map • Modules • Timeline

Module Responses

ETSY

Registered: true
Name: Melissa

MEDIUM

Registered: true
Id: 857d4412fffe
Name: Melissa Carnes
Username: melissacarnes_85448
Profile Url: https://medium.com/@melissacarnes_85448
Followers: 6
Following: 8
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Premium: false

PANDORA

Registered: true
Username: carnesmelissa
Profile Url: https://pandora.com/content/mobile/profile.vm?
webname=carnesmelissa
Followers: 0
Following: 0

AIRBNB

Registered: true
Id: 96217369
First Name: Melissa
Location: Kansas City, MO
Profile Url: https://www.airbnb.com/users/show/96217369
Phone Hint: +1 •••-•••-7750
Bio: Female
Verified: true
Creation Date: 2016-09-21T22:37:29+00:00

FACEBOOK

Registered: true
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Phone Hint: +*********50

MYFITNESSPAL

Registered: true
Id: 8264001004894980358
Location: US
Last Seen: 2019-03-10T02:38:20.852000+00:00
Creation Date: 2016-04-14T17:32:00.102000+00:00

INSTAGRAM

Registered: true

APPLE

Registered: true
Phone Hint: (???) ???-??50

MICROSOFT

Registered: true
Id: 86CDB3DD47512D8A
Name: MELISSA CARNES
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Location: US
Last Seen: 2021-06-19T04:49:14.557000+00:00
Creation Date: 2018-04-27T21:22:51.893000+00:00

DROPBOX

Registered: true
Id: dbid:AAAAMUYIfld8Mp-FJMN8doAmxoIllKx5eBw
Name: Melissa Carnes
First Name: Melissa
Last Name: Carnes
Email: carnesmelissa@me.com
Verified: true

YELP

Registered: true
Id: IIYVNs0NjLGHDkbkEzudKg
Name: Melissa C.
First Name: Melissa
Location: Beverly Hills, CA
Profile Url: https://www.yelp.com/user_details?
userid=IIYVNs0NjLGHDkbkEzudKg&utm_source=ishare
Followers: 0
Following: 0
Creation Date: 2016-07-31T02:14:05
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EMAILCHECKER

Registered: true
Website: pinterest.com

Registered: true
Website: bitmoji.com

Registered: true
Website: tumblr.com

Registered: true
Website: adobe.com

Registered: true
Website: nextdoor.com

Registered: true
Website: caringbridge.org

Registered: true
Website: vimeo.com

HIBP

Registered: true
Breach: true
Name: Anti Public Combo List
Bio: In December 2016, a huge list of email address and password
pairs appeared in a "combo list" referred to as "Anti Public". The list
contained 458 million unique email addresses, many with multiple
different passwords hacked from various online systems. The list
was broadly circulated and used for "credential stuffing", that is
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attackers employ it in an attempt to identify other online systems
where the account owner had reused their password. For detailed
background on this incident, read Password reuse, credential
stuffing and another billion records in Have I Been Pwned.
Creation Date: 2016-12-16T00:00:00

Registered: true
Breach: true
Name: Gravatar
Website: gravatar.com
Bio: In October 2020, a security researcher published a technique
for scraping large volumes of data from Gravatar, the service for
providing globally unique avatars . 167 million names, usernames
and MD5 hashes of email addresses used to reference users'
avatars were subsequently scraped and distributed within the
hacking community. 114 million of the MD5 hashes were cracked
and distributed alongside the source hash, thus disclosing the
original email address and accompanying data. Following the
impacted email addresses being searchable in HIBP, Gravatar
release an FAQ detailing the incident.
Creation Date: 2020-10-03T00:00:00

Registered: true
Breach: true
Name: Houzz
Website: houzz.com
Bio: In mid-2018, the housing design website Houzz suffered a data
breach. The company learned of the incident later that year then
disclosed it to impacted members in February 2019. Almost 49
million unique email addresses were in the breach alongside names,
IP addresses, geographic locations and either salted hashes of
passwords or links to social media profiles used to authenticate to
the service. The data was provided to HIBP by dehashed.com.
Creation Date: 2018-05-23T00:00:00

https://www.troyhunt.com/password-reuse-credential-stuffing-and-another-1-billion-records-in-have-i-been-pwned
https://www.troyhunt.com/password-reuse-credential-stuffing-and-another-1-billion-records-in-have-i-been-pwned
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://www.bleepingcomputer.com/news/security/online-avatar-service-gravatar-allows-mass-collection-of-user-info/
https://en.gravatar.com/support/data-privacy
https://en.gravatar.com/support/data-privacy
https://help.houzz.com/s/article/security-update?language=en_US
https://help.houzz.com/s/article/security-update?language=en_US
https://dehashed.com/
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Registered: true
Breach: true
Name: Luxottica
Website: luxottica.com
Bio: In March 2021, the world's largest eyewear company Luxoticca
suffered a data breach via one of their partners that exposed the
personal information of more than 70M people. The data was
subsequently sold via a popular hacking forum in late 2022 and
included email and physical addresses, names, genders, dates of
birth and phone numbers. In a statement from Luxottica, they
advised they were aware of the incident and are currently
"considering other notification obligations".
Creation Date: 2021-03-16T00:00:00

Registered: true
Breach: true
Name: Minted
Website: minted.com
Bio: In May 2020, the online marketplace for independent artists
Minted suffered a data breach that exposed 4.4M unique customer
records subsequently sold on a dark web marketplace. Exposed
data also included names, physical addresses, phone numbers and
passwords stored as bcrypt hashes. The data was provided to HIBP
by dehashed.com.
Creation Date: 2020-05-06T00:00:00

Registered: true
Breach: true
Name: MyFitnessPal
Website: myfitnesspal.com
Bio: In February 2018, the diet and exercise service MyFitnessPal
suffered a data breach. The incident exposed 144 million unique
email addresses alongside usernames, IP addresses and passwords
stored as SHA-1 and bcrypt hashes (the former for earlier accounts,
the latter for newer accounts). In 2019, the data appeared listed for

https://www.bleepingcomputer.com/news/security/luxottica-confirms-2021-data-breach-after-info-of-70m-leaks-online/
https://www.bleepingcomputer.com/news/security/luxottica-confirms-2021-data-breach-after-info-of-70m-leaks-online/
https://www.bleepingcomputer.com/news/security/luxottica-confirms-2021-data-breach-after-info-of-70m-leaks-online/
https://www.bleepingcomputer.com/news/security/minted-discloses-data-breach-after-5m-user-records-sold-online/
https://dehashed.com/
https://content.myfitnesspal.com/security-information/FAQ.html
https://content.myfitnesspal.com/security-information/FAQ.html
https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/
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sale on a dark web marketplace (along with several other large
breaches) and subsequently began circulating more broadly. The
data was provided to HIBP by a source who requested it to be
attributed to "BenjaminBlue@exploit.im".
Creation Date: 2018-02-01T00:00:00

Registered: true
Breach: true
Name: Naz.API
Bio: In September 2023, over 100GB of stealer logs and credential
stuffing lists titled "Naz.API" was posted to a popular hacking forum.
The incident contained a combination of email address and plain text
password pairs alongside the service they were entered into, and
standalone credential pairs obtained from unnamed sources. In total,
the corpus of data included 71M unique email addresses and 100M
unique passwords.
Creation Date: 2023-09-20T00:00:00

Registered: true
Breach: true
Name: Pemiblanc
Website: pemiblanc.com
Bio: In April 2018, a credential stuffing list containing 111 million
email addresses and passwords known as Pemiblanc was
discovered on a French server. The list contained email addresses
and passwords collated from different data breaches and used to
mount account takeover attacks against other services. Read more
about the incident.
Creation Date: 2018-04-02T00:00:00

Registered: true
Breach: true
Name: Poshmark
Website: poshmark.com

https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/
https://www.troyhunt.com/inside-the-massive-naz-api-credential-stuffing-list/
https://www.troyhunt.com/inside-the-massive-naz-api-credential-stuffing-list/
https://www.troyhunt.com/the-111-million-pemiblanc-credential-stuffing-list
https://www.troyhunt.com/the-111-million-pemiblanc-credential-stuffing-list
https://www.troyhunt.com/the-111-million-pemiblanc-credential-stuffing-list
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Bio: In mid-2018, social commerce marketplace Poshmark suffered
a data breach that exposed 36M user accounts. The compromised
data included email addresses, names, usernames, genders,
locations and passwords stored as bcrypt hashes. The data was
provided to HIBP by a source who requested it be attributed to
"JimScott.Sec@protonmail.com".
Creation Date: 2018-05-16T00:00:00

Registered: true
Breach: true
Name: River City Media Spam List
Website: rivercitymediaonline.com
Bio: In January 2017, a massive trove of data from River City Media
was found exposed online. The data was found to contain almost 1.4
billion records including email and IP addresses, names and physical
addresses, all of which was used as part of an enormous spam
operation. Once de-duplicated, there were 393 million unique email
addresses within the exposed data.
Creation Date: 2017-01-01T00:00:00

Registered: true
Breach: true
Name: ShareThis
Website: sharethis.com
Bio: In July 2018, the social bookmarking and sharing service
ShareThis suffered a data breach. The incident exposed 41 million
unique email addresses alongside names and in some cases, dates
of birth and password hashes. In 2019, the data appeared listed for
sale on a dark web marketplace (along with several other large
breaches) and subsequently began circulating more broadly. The
data was provided to HIBP by dehashed.com.
Creation Date: 2018-07-09T00:00:00

Registered: true
Breach: true
Name: SHEIN

https://techcrunch.com/2019/08/01/poshmark-confirms-data-breach/
https://techcrunch.com/2019/08/01/poshmark-confirms-data-breach/
https://web.archive.org/web/20170426084052/https://mackeeper.com/blog/post/339-spammergate-the-fall-of-an-empire
https://web.archive.org/web/20170426084052/https://mackeeper.com/blog/post/339-spammergate-the-fall-of-an-empire
https://www.sharethis.com/data-privacy-incident/
https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/
https://www.theregister.co.uk/2019/02/11/620_million_hacked_accounts_dark_web/
https://dehashed.com/
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Website: shein.com
Bio: In June 2018, online fashion retailer SHEIN suffered a data
breach. The company discovered the breach 2 months later in
August then disclosed the incident another month after that. A total
of 39 million unique email addresses were found in the breach
alongside MD5 password hashes. The data was provided to HIBP by
a source who requested it be attributed to
"JimScott.Sec@protonmail.com".
Creation Date: 2018-06-01T00:00:00

Registered: true
Breach: true
Name: tumblr
Website: tumblr.com
Bio: In early 2013, tumblr suffered a data breach which resulted in
the exposure of over 65 million accounts. The data was later put up
for sale on a dark market website and included email addresses and
passwords stored as salted SHA1 hashes.
Creation Date: 2013-02-28T00:00:00

Registered: true
Breach: true
Name: Twitter (200M)
Website: twitter.com
Bio: In early 2023, over 200M records scraped from Twitter
appeared on a popular hacking forum. The data was obtained
sometime in 2021 by abusing an API that enabled email addresses
to be resolved to Twitter profiles. The subsequent results were then
composed into a corpus of data containing email addresses
alongside public Twitter profile information including names,
usernames and follower counts.
Creation Date: 2021-01-01T00:00:00

Registered: true
Breach: true
Name: Zomato

https://www.zdnet.com/article/shein-fashion-retailer-announces-breach-affecting-6-42-million-users/
https://www.zdnet.com/article/shein-fashion-retailer-announces-breach-affecting-6-42-million-users/
https://staff.tumblr.com/post/144263069415/we-recently-learned-that-a-third-party-had
https://www.bleepingcomputer.com/news/security/200-million-twitter-users-email-addresses-allegedly-leaked-online/
https://www.bleepingcomputer.com/news/security/200-million-twitter-users-email-addresses-allegedly-leaked-online/
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Website: zomato.com
Bio: In May 2017, the restaurant guide website Zomato was hacked
resulting in the exposure of almost 17 million accounts. The data
was consequently redistributed online and contains email addresses,
usernames and salted MD5 hashes of passwords (the password
hash was not present on all accounts). This data was provided to
HIBP by whitehat security researcher and data analyst Adam Davies.
Creation Date: 2017-05-17T00:00:00

Timeline

Content: Breached on Naz.API (HaveIBeenPwnd!)
Start: 2023-09-20T00:00:00
End: null

Content: Last Seen (microsoft)
Start: 2021-06-19T04:49:14.557000+00:00

Content: Breached on Luxottica (HaveIBeenPwnd!)
Start: 2021-03-16T00:00:00
End: null

Content: Breached on Twitter (200M) (HaveIBeenPwnd!)
Start: 2021-01-01T00:00:00
End: null

Content: Breached on Gravatar (HaveIBeenPwnd!)
Start: 2020-10-03T00:00:00
End: null

Content: Breached on Minted (HaveIBeenPwnd!)
Start: 2020-05-06T00:00:00
End: null

https://www.hackread.com/zomato-hacked-17-million-accounts-sold-on-dark-web/
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Content: Last Seen (myfitnesspal)
Start: 2019-03-10T02:38:20.852000+00:00

Content: Created Account (microsoft)
Start: 2018-04-27T21:22:51.893000+00:00

Content: Breached 6 times in 2018. (HaveIBeenPwnd!)
Start: Mon Jan 01 2018 00:00:00 GMT+0900 (Japan Standard Time)

Content: Breached on Zomato (HaveIBeenPwnd!)
Start: 2017-05-17T00:00:00
End: null

Content: Breached on River City Media Spam List (HaveIBeenPwnd!)
Start: 2017-01-01T00:00:00
End: null

Content: Breached on Anti Public Combo List (HaveIBeenPwnd!)
Start: 2016-12-16T00:00:00
End: null

Content: Created Account (airbnb)
Start: 2016-09-21T22:37:29+00:00

Content: Created Account (yelp)
Start: 2016-07-31T02:14:05

Content: Created Account (myfitnesspal)
Start: 2016-04-14T17:32:00.102000+00:00

Content: Breached on tumblr (HaveIBeenPwnd!)
Start: 2013-02-28T00:00:00
End: null
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